Smart Homes are the subject of intensive research to explore different ways in which they can be used to provide home-based preventive and assistive technology to patients and other vulnerable sectors of the population like the elderly and frail. Current studies of Smart Homes are focused on the technological side (e.g., sensors and networks) but little effort has been given to what we consider is a key aspect of these kind of systems, that is their capability to intelligently monitor situations of interest and advise or act to the best interest of the home occupants. This paper investigates the importance of spatio-temporal reasoning and uncertainty reasoning in the design of Smart Homes. Accordingly a framework of applying a methodology referred as Rule-base Inference Methodology using the Evidential Reasoning in conjunction with Smart Home framework considering spatio-temporal aspects of human activities monitoring is outlined.
Introduction
Smart Homes is aimed to help people at risk in their living place by preventing hazards and by assisting them as much as possible when they need services from the health system 1 . Although technology has made significant advances in developing sensors and networks that allow the monitoring of different environments, progress on how to take full advantage of these technologies has been slow.
Spatio-temporal reasoning and uncertainty handling underlie the working of a desirable Smart Home system. The confluence of them gives rise to a concept of uncertain spatiao-temporal reasoning. This paper shows how the confluence can improve the ways in which Smart Homes can be applied to improve health care. Then a framework of how a methodology referred as Rule-base Inference Methodology using the Evidential Reasoning (RIMER) can be combined with an active database framework 2 consid-ering spatio-temporal aspects of human activities monitoring is provided.
Although the scenarios considered in this article are mainly related to increasing independent living of the elderly, the concepts and methodologies developed here can be applied in many ways to other aspects of healthrelated issues. Due to the space limitation, the framework is only outlined in general, details can refer to another paper 3 .
2. An Investigation into Rule-Based Design of Smart Homes Systems
Smart Homes
A Smart Home 1 can be briefly described as a house that is supplemented with technology in order to increase the range of services provided to its inhabitants by reacting in an intelligent way. The technology can be diverse but generally will have two main components: a set of sensors and a networking layer linking those sensors with some computing facilities. Typical sensors are carbon monoxide (or heat) sensors or heat sensors, motion sensors used for burglary alarms and sensors detecting if a window or a door has been opened. All these sensors send out signals and some of them can also receive signals so that for example, the cooker can be turned off automatically. An obvious way to turn off a device would be with a timer but usually this can be a very rigid mechanism. A more useful and flexible use of the device demands the intelligent analysis of several factors in order to decide if the turning off of a cooker is meaningful given a context.
ECA rules and uncertainty
Dynamic systems like Smart Homes can be modelled by considering the occurrence of meaningful events and the contexts in which those events occur. Then based on the detection of situations of interest defined by events occurring in particular contexts, decisions can be taken. Active databases can be used to store information gathered from a Smart Home. A characteristic feature of Active Databases is their use of the so-called Event-Condition-Action (ECA) rules as a way to react to the incoming information. ECA rules have a syntax of the following format:
ON <Event> IF <Condition> DO <Action>
This means that whenever an occurrence of the event described in the ON clause is detected, if the condition described in the IF clause (usually imposing constraints on different aspects of the events described in the ON clause) is true, the action described in the DO clause is obeyed by the system. When the ON clause is satisfied the rule is said to be 'triggered' and if, additionally, the IF clause is satisfied then the rule is 'fired'.
Here we focus on their use with respect to Smart Homes: specifically, the monitoring of activities carried out by patients, diagnosis of situation of interest from a health and safety perspective, and the recommendation of actions to follow on behalf of the caring environment for the patients living in those homes. For example, we can monitor the events that are triggered inside a house with the aim of enhancing safety by reacting as quickly as possible to hazards. Below we provide an informal description of an ECA rule as a first approximation of the idea. This rule is triggered when the smoke alarm in the kitchen is activated and under the condition that the person is known to be at home (this conclusion is the consequence of another rule or set of rules which can have as a resulting action: 'set status variable patient at home=true') the action recommended is to initiate a fire hazard procedure that explicitly takes into account the assumption that there are people at risk and will for example involve contacting a hospital nearby to request an ambulance.
ON kitchen smoke alarm triggered FOLLOWEDBY ((does not go out in a 'short' time) OR (does not call security to state is not dangerous)) IF patient is known to be at home DO call fire brigade AND initiate procedure to rescue patient Event descriptions can be provided in very different shapes, depending on the type of events which are being detected. Actions are very much dependent on the application and proposals for their languages are far less prescriptive. Several languages have been proposed for ECA rules definitions and ours will be on the line of that proposed by Augusto et al 2 . In our framework we are passing from an ECA-like data-base system enriched with temporal reasoning capabilities to an 'IF-THEN'-like knowledge-based system (KBS). The diagnosis mechanisms achieved with the ECA based approach can be connected with reasoning systems under uncertainty which bring different advantages to the diagnostic system. Events and conditions of the ECA rules are subsumed in the 'If' part of rules in the KBS and actions of the ECA rules are passed to the 'Then' part of rules in the KBS, e.g., the ECA rule given above will look like:
IF kitchen smoke alarm triggered and ((does not go out in a 'short' time) OR (does not call security to state is not dangerous)) and patient is known to be at home THEN call fire brigade AND initiate procedure to rescue patient
The mechanisms that were previously located in the ON clause of ECA rules will now be in the IF part of the rules of the KB. Events or conditions involved in the IF part of rules may not be of the same type, for example, they could be quantitative or qualitative in nature. It is possible that some events or conditions can be measured numerically (e.g., age and medicine intakes) and other can only be described subjectively (e.g., how often the house occupant prepares food).
Smart Homes systems, which rely on data gathered by sensors, have to deal with the storage, retrieval, and processing of ambiguous and uncertain data. Although ECA rules allow us to reason more neatly in terms of the relation between the occurrence of events, their context of occurrence and the actions that should follow as a response to them, there is a practical need to complement them with the representation of other important aspects of knowledge. We aim at complementing the ECA-based framework with the possibility to incorporate uncertainty into the rule execution of a rule-based system derived from the original ECA-based system. Sources of uncertainty in ECA rules include: a) Uncertain event. Sometimes, an occurrence of the event described in the ON clause is detected. An uncertain event can be "It is most likely that the patient has fallen asleep" or "The patient is in the kitchen with 80% certainty". b) Uncertain condition. Uncertain conditions might include uncertain queries like "a sensor can be considered activated (with 'high' confidence)". c) Uncertain relationship between the event/condition and the actions. In the design and implementation of rule-based systems, uncertainty may be caused by weak implication that may occur when an expert is unable to establish a precise correlation between the event/condition and the action except by using degrees of belief or credibility. One such situation may lead to the specification of a rule expressing that if some events are detected in a context suggesting an elderly patient is active and they are followed by other events suggesting sudden suspension of activities, then there is a significant chance that the patient may be in a compromised situation (e.g., has fallen or fainted). In later sections we will structure these kind of situations in a way similar to the following sketch of rule.
IF at_kitchen_on with 'high' confidence Followed_by
tdRK_on with 'medium' confidence Followed_by no_movement_detected for 10 units of time THEN assume with 80% confidence that the patient has fainted
In addition, different kinds of uncertainty may coexist in real Smart Homes systems, e.g., fuzzy information may coexist with uncertain information, leading to the inference of knowledge without certainty but only with degrees of belief or credibility regarding a hypothesis.
Time dependent rules
Monitoring activities in a Smart Home is a time dependent activity in the sense that being able to represent and reason about the order in which activities developed and their duration is essential for a correct diagnosis of the situations.
Instantaneous events are associated with points in time. This in turn has an effect on how rules are triggered. Actions can also have time attached. The time of the action is always the time when the rule advising a particular course of action is fired. We represent in our IF-THEN rules the logical operator "ANDlater" which differs from the classical AND in that a ANDlater b is true if the time of detecting a precedes that of detecting b. The operator "ANDsim" where a ANDsim b is true if the time of detecting a and b are the same. RIMER offers supports to represent several important notions of uncertainty and incompleteness but there are no specific primitives for temporal reasoning. Hence we extend the RIMER framework with a temporal dimension which will combine the best of both approaches (RIMER and spatio-temporal reasoning 3 ).
Conflict resolution -Aggregation scheme
Depending on incoming sensor-related events, the system evaluates all the ECA-rules to identify which Event parts match the actual situation. These selected rules may conflict with each other if the Event parts of more than one rule are matched simultaneously. How to resolve the conflict is a crucial issue in a rule-base inference formalism, especially uncertainty is involved. Within the RIMER framework 5 rule aggregation using an evidential reasoning approach resolves the conflict and gets the aggregated conclusion.
In addition, the input for an antecedent attribute may not be available or may be only partially known. In the inference process, such incompleteness should be considered because it is related to the strength of a conclusion.
RIMER as a system to design Smart Homes
In the above sections, we have presented a general Smart Home environment and explained how diagnosis in such cases is based on spatio-temporal considerations. Here using the RIMER framework, the rule-based smart home systems for supporting decision making is outlined. The general architecture of the system is illustrated in Figure 1 . The Rule Base is defined and generated by the experts based on the activity database. Depending on the incoming events captured by sensors and the experts (e.g., the caring personnel in a smart home housing elderly people). The rules-matching component (including time-related ordering matching and the activation weight determination) then searches through a combination of facts to find those combinations that satisfy the antecedent of rules and select rules that should be fired. Time-related ordering matching is responsible for using the time ordering strategy to decide which of the rules, out of all those that apply, have the highest priority and should be fired first and which rules cannot be used. The activation weight determination is used to calculate the matching degree of the facts to the IF part of the rules. These selected rules may conflict with each other if the IF parts of more than one rule are matched simultaneously. Then the rule combination scheme based on the Evidential Reasoning (ER) algorithm 4 is applied to get the final aggregated assessment which solves the rule conflicts. The database will be updated based on the new assessment and be fed into the rule-base and the new situation.
The concept of belief rule base and its associated inference methodology were proposed 5 as a formalism based on the ER approach 4 . In a belief rule base, each possible consequent of a rule is associated with a belief degree.
Take for example the following informal description of a belief rule for the specification of a smart home:
Rk: IF at_kitchen on with 'high' confidence ANDlater tdRK_on with 'low' confidence ANDlater no_movement_detected with 'high' confidence THEN estimation of confidence that the patient has fainted is {(H, 0); (M, 0.4); (L, 0.6), (N, 0)} The linguistic terms {high (H), medium (M), low (L), none (N)} are used as the referential values for the attributes "at kitchen on", also for "tdRK on", and "the patient has fainted", respectively. Here "no movement detected" is the consequent of another IF-THEN rule in the rule base which will conclude that as a consequence of analyzing other sensors, e.g. in the reception area, for some amount of time, e.g. 10 minutes. And {(H, 0), (M, 0.4), (L, 0.6), (N, 0)} is a belief distribution representation of the patient's health status (e.g. fainted), indicating that we are 40% sure the level of confidence that the patient has fainted is medium, and 60% sure the level of confidence that the patient has fainted is low. Space constraints do not allow us to give a full account of the steps. Instead we just provide with an outcome based on the following assumption: Let's assume some of the main events in the antecedent of our IF-THEN rule is not known. For example, we know "at kitchen on" with high confidence and "tdRK on" with high confidence, but we only got partially evidence that after some time units the person is not moving, i.e., we are not 100% sure. We can then assume the belief distribution is (H, 0.7); (M, 0); (L, 0), (N, 0). This could be because of a sensor fault, human being's inability to provide precise judgments, information not being transmitted properly over the network from the Smart Home to the computing centre. That means the information is incomplete. If we apply our methodology then the conclusion from the system will be:
(high, 0.59); (medium, 0.13); (low, 0.01); (nothing, 0); (unknown, 0.27) where "Unknown" in the above result means that the output is also incomplete due to the incomplete input. Hence, both complete and incomplete inference can be accommodated in a unified manner within the proposed RIMER-based Smart Home framework.
Conclusions
This article shows the importance of the combination of spatio-temporal and uncertainty reasoning for designing Smart Homes based on the belief rule-based system RIMER. The combination led us to extend it by adding uncertainty handling capabilities to spatio-temporal ECA rules. For more detailed technical explanation, please refer to another paper 3 . Much remains to be done but this a first attempt to bring to the attention of the future developers the importance of some concepts and the need to provide systems which are build with solid theoretical foundations.
